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Problem Context

Communications
Air - Ground
Analogue voice
Legacy VHF radio

Party line channel
Controller and pilots
Identification
Call sign�

Aircraft Controller
Message

Sender ID

…

…
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Threats       … related to Sender ID

Call sign confusion and ambiguity
“Mis-Identification”

Safety Threat

Malicious messages
Radio transmissions issued by unauthorized 3rd party

Security Threat
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Digital Signature (Tag)

Special displays

Innovative functions 
in the ODS

3D audio

AFR301

AFR301

Aircraft
VHF-radio communication:
voice with added tag

Ground:
- Voice hearing
- Decoding of digital signature
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Specifications

Deployment-driven requirements

Rapid and simple deployment
Legacy system compliance

Bandwidth efficiency

Minimal aircraft modifications

Cost efficiency
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Specifications

User-driven requirements

Perceptual quality

Data rate

Real-time availability

Error rate

Maintaining established procedures

No user interaction
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Information Embedding

* PTT (Push To Talk)

TX

RX

Analogue audio voice 
with watermark

Aircraft system

ATC system
PTT* 
switch

Watermark
Decoder

Innovative 
ATC functions

Data
(Digital sign.)

Tag

Data
(Digital sign.)

Watermark
Encoder
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Digital Watermarking

System Model
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Watermark Embedders

A   
D

D   
ADSP

Data
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Spread Spectrum Techniques

“Aircraft Identification Tag” (AIT)

Watermark
Voice

Frequency

Am
pl

itu
de



EUROCONTROL EXPERIMENTAL CENTRE13 

INNOVATIVE RESEARCH

Known Host State Algorithms

Communication over a channel with side information
Costa’s “Dirty Paper Codes”
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Known Host State Algorithms

Communication over a channel with side information
Costa’s “Dirty Paper Codes”

Watermark
Data
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Quantization Index Modulation (QIM-DC)

Host signal as carrier

Lattice (vector) coding
Quantization of signal 
or its representation

High capacity
Issue:
amplitude scaling
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Robustness to Amplitude Scaling (Fading)

Estimation of scaling at the decoder
based on histogram of received signal

Scaling-robust encoding
in transform domain

cepstrum
pitch of phonemes
duration between glottal pulses
…

with amplitude scaling robust codes
modified Trellis codes
correlation-based decoders



EUROCONTROL EXPERIMENTAL CENTRE17 

INNOVATIVE RESEARCH

Conclusion

‘Digital’ features with legacy analogue radio

Identification of sender

Basis for
Speaker identification

Meta-tags for voice recordings

Adaptive channel equalization

Identification of locked aircraft transmitters

Work in progress …
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EEC Actions for AIT

Research
Collaboration TUG - Ph.D. study K.Hofbauer
Related research topics (data security, adaptive channel equalisation)

Flight tests
Collaboration University of Zilina, ….

Industrial co-operation to develop applications
Frequentis, Vienna
Ruag, Interlaken

Project Evaluation (HQ)
Benefit analysis
Stakeholder consultations
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Results from TUG Experiments

Data rate 80 bits/s; 12 bits payload data; watermark floor: –18db; 10-4 payload data error
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AIT - Onboard Architecture

EEC Note 04-2005
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Track 4

Track1

Track2

Track3




